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	Based on everything you have learned in class write a paper outlining the importance of understanding the key concepts of building a database when charged with designing the security of the database. What are some methods to ensure the security of data at rest and data in transit? Finally, what mechanisms are available to track data movement in the case of a data compromise? (You may use outside sources but references must be included).


This paper will examine the concepts and design of database access and security systems.
The topics contained within this resource are:
· Security Requirements
· Connecting to a Database
· Security Threats
· Multiple Users
· Summary
Security Requirements
You should access the organization’s security plan. This should determine which job roles have access to which systems - and databases. As an example, it is inappropriate for a sales person to have access to change pay rates for employees and it is inappropriate for payroll staff to have access to change account customer discounts. 
However, it is appropriate that sales staff have read only access to their own rates of pay, but sales staff should not have any access to anybody else's pay rates. Unless - the sales staff is a manager with subordinate staff; then maybe the subordinate staff pay rates are available to the sales manager in a read only format. 
This creates a complex array of access requirements. Within the database, you can specify access as:
· Create new records 
· Read only
· Update values or records
· Delete values or records
This type of access is notionally defined as CRUD access. 
CRUD access can be applied to:
· The entire database
· Tables within the database
· Records within tables
· Attributes within tables
Access to data may be restricted at the database management system or in the application that accesses the database. 
Passwords should be issued to users of the system, this will help authenticate the users. 
Connecting to a Database
Multiple Users
Databases are often shared resources. You need to expect and plan for the likelihood that several users will attempt to access the same data at the same time. Therefore, a database needs concurrency control. Concurrency control is a method of locking data so that updates and changes to data are managed. There are different levels of locking, these include:
· Database lock - entire database is locked to one user & unavailable to other users
· Table lock - entire table containing requested record is locked to one user
· Block or page lock- physical storage block containing requested record is locked
· Record level lock- only requested record is locked
· Field level lock - only the field within requested record is locked
Depending on the sensitivity and accuracy of the data within the database you may choose one of two different lock types; these are: 
· Exclusive locks (write locks) - other users cannot read (or update) the record until the lock is released; this prevents other users from placing locks of any kind.
· Shared locks (read locks) - other users can read a record but not perform any updating; this prevents another user from placing an exclusive lock on the record
Consider a bank transaction: A teller may access your bank account to transfer money from one account to another account, at the same time a prearranged monthly automatic direct debit is actioned against your account. One transaction should not be started until the first transaction has finalized. 
Deadlocks can occur when two users lock common resources. 
· User 1 locks table "A" and needs to lock table 'B" to complete the transaction. 
· User 2 locks Table "B" and needs table "A" to complete their transaction.

